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BMS Exposure Quick Check

Print this page. Walk ,o	r facilit,. Check &hat's tr	e toda,.
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I N T ERNET  EXPOSURE VULNERAB I L I TY  EXPOSURE

REMOTE  ACCESS SEGMENTAT ION  &  MON I TOR ING

1 4  OR  MORE

Strong BMS hygiene

You're in the minority. Focus on

continuous improvement.

8  —  1 3

Typical exposure

The 90-day plan in the full

playbook is worth running.

7  OR  FEWER

Significant exposure

Consider a formal assessment

to compress the timeline and

validate findings.

Book a 30-minute Data Center OT Exposure Review

INSANECYBER .COM  /  CONTACT  →

We'%e scanned o	r p	blic IPs for e+posed OT

ser%ices in the last 90 da,s

We kno& &hich BMS and OT ports are

responding e+ternall,

MFA is enforced on e%er, remote access path

into OT

No OT management interface is directl,

reachable from the internet

OT >rm&are %ersions cross-referenced

against the CISA KEV catalog in the last 90 da,s

A named person o&ns OT %	lnerabilit,

management

End-of-life de%ices identi>ed &ith

doc	mented compensating controls

Firm&are and soft&are %ersions doc	mented

for e%er, BMS, DCIM, UPS, cooling controller

We can list e%er, remote access tool in 	se

across OT and &ho 	ses each

Dormant access (90+ da,s 	n	sed) is

terminated on a reg	lar cadence

Acti%e %endor access ?o&s thro	gh a

session-managed j	mp host &ith logging

We 	se 4 or fe&er remote access tools across

the OT en%ironment

C	rrent net&ork diagram sho&s IT, OT, and the

bo	ndar,

Legac, protocols (LonTalk, LonWorks,

proprietar,) isolated to dedicated segments

OT net&ork tra<c %isible thro	gh nati%e logs

or passi%e monitoring

A named person re%ie&s OT logs on a de>ned

cadence




